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V. RECONSTRUCTION ERROR
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d Intelligent Sensors includes ML based feature extractors running on
specialized ML Accelerators (MLA).

O The intended use of sensor data is encoded in the ML model running on
these MLAs

d In general, HW implementation of ML model are believed to be more
secure compared to the software-based-approaches.

1 We demonstrate a profiling-based side channel attack (SNATCH) that e 08 | |
can extract NN architecture even if they are directly implemented in a chi ~ 1000 €chi U o 00
proprietary hardware
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consists of two CNN models 0 We demonstrate that the EM activity associated with the
Attack Phase ConvCounter and Layer Classifier execution of a layer on the MLA reveals information about the
S layer, which can be exploited to steal the NN architecture.
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