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IV. PROFILER CONFUSION MATRIX

q Intelligent Sensors includes ML based feature extractors running on 
specialized ML Accelerators (MLA).

q The intended use of sensor data is encoded in the ML model running on 
these MLAs

q In general, HW implementation of ML model are believed to be more 
secure compared to the software-based-approaches.

q We demonstrate a profiling-based side channel attack (SNATCH) that 
can extract NN architecture even if they are directly implemented in a 
proprietary hardware

Profiling Phase

Attack Phase

q Attacker generates multiple NN 
architecture, compiles them using 
DNNDK toolchain and collects EM side-
channel traces on the clone device

q Attacker uses the logged side channel 
traces to trained a profiler which 
consists of two CNN models 
ConvCounter and Layer Classifier

q In the attack phase, the attacker uses 
this profiler to reverse engineer the 
victim’s NN architecture layer-wise 
based on the leaked EM side channel 
traces

q enc measures error in predicting the number of convolution layer
q echl represents the error in predicting the number of convolution channels 

and hidden neurons
q enl quantifies the error in layer prediction

IV. RECONSTRUCTION ERROR

q We demonstrate that the EM activity associated with the 
execution of a layer on the MLA reveals information about the 
layer, which can be exploited to steal the NN architecture. 

q The attack can mount Denial of Service and various misuse 
attack on the Intelligent sensor using the stolen NN architecture.

q Confusion Matrix of models for CIFAR10 (a) Conv Counter (c) 
Layer Classifier for Same-Different Device (b) Counv Counter 
(d)Layer Classifier for Seen-Unseen Architecture


